About Me

Islam Mashaqi
Cyber Security Engineer

™ mashaqiislam686@gmail.com s 0599049696 @ Palestine, Nablus

in Islam Mashaqgi ) imashagi ¥ Islam Mashagi < mashagiislam

Information Technology Graduate specializing in Information Security with a background in
Programming, Systems/Network Administration, and Cyber Security. Gaining experience through
self-study and practical training in a cystack company and An-Najah University. Enthusiastic and
skilled problem solver. Can work well either independently or in a team

=) Professional Experience

Cyber Security Training at Cystack 05/2022 - 09/2022

Training Topics: EDR, SIEM, OSINT, Dark Web Monitoring, Web Penetration Ramallah, Palestine
Testing, Bypass Windows Defender, Bypass CrowdStrike, Practice on
DVWA - Hackazon - Splunk, Cyber Security Models

Information Security at EALB 08/2023 - present
Monitored Splunk Traffic and Analyzed Data. Ramallah, Palestine
Follow up on CrowdStrike to prevent any threat from occurring and create

a policy to detect threats, prevent them, and download CrowdStrike to

devices.

Penetration Testing for Vulnerability Assessment.

= Education

Bachelor’s degree in Computer Network and Information 09/2019 - 05/2023
Security, An-Najah National University Nablus, Palestine
Master's degree in cybersecurity and digital information 09/2023 - present
management., An-Najah National University nablus, Palestine
© skills

Penetration Testing Networking

Nessus, Nmap, Metasploit Framework, CCNA, Firewall, Active Directory, IDS, IPS,
Exiftool, Wireshark, OSINT, SpiderFoot, Tor Packet Tracer.

Browser, Cyber Kill Chain.

DevOps

Programming
C++, Python, PHP, JavaScript, Bash Script

Ansible, GitHub, Docker, LXC, VMware,

VirtualBox.

SIEM
Splunk.
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Compliance
PCI DSS.
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mailto:mashaqiislam686@gmail.com
tel:0599049696
https://www.linkedin.com/in/islam-mashaqi-a34a8b20b/
https://github.com/imashaqi
https://twitter.com/MashaqiIslam
https://tryhackme.com/p/mashaqiislam

® Languages

+ Arabic. * English.

R courses

Enterprise Networking, Security, and Automation CCNA.

SANS GSEC-401

Certified Ethical Hacker (CEHv11)

= Projects

09/2021 - 11/2022
Nablus, Palestine

05/2022 - 07/2022

01/2023 - 03/2022

Automated Forensic Analysis following Memory Content.

12/2022 - 05/2023

Detection and analysis of the attack by Splunk and work on

protection fromit.

Capture Traffic & Block Custom Traffic Through Snort3 Live.

Firewall rules related to some organization.

Calculate subnetting with a bash script.

& Interests

« SOC Analyst. * Penetration Testing.

« Network Security. « Network Administration.

-, References

+ System Security.

ENG.Ibrahim Amreya, An-Najah National University
ibrahim.pro@gmail.com, 0599593402

Dr.0Othman Othman, An-Najah National University
othman.omm@najah.edu, 0597205002

AbedAlqader Sweden, Cystack Company
abedalqadersweedan94@gmail.com, 0595064162

DR.Ahmed Awad, An-Najah National University
ahmedawad@najah.edu, 0598616544
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